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1. RPZ_Reqt_0200: RPZ Management Screen

1.1. Priority

High, except for one part identified as just desirable.
1.2. Feature Name

“DNS Firewall” is a phrase used in some ISC articles (such as at https://www.isc.org/rpz/) that tends to be more understandable than the cryptic phrases “DNS RPZ” and “DNS Response Policy Zone.”  During a conference call on Jan. 7, 2016, <Product Management Director> stated that he would like this feature to have a name such as “Firewall/RPZ” or “DNS Firewall/RPZ” in the GUI, since “Firewall” is more understandable.
1.3. Feature Description

Expectations are that the functionality in this requirement will probably be implemented in the GUI by accessing DNS > Firewall/RPZ, but it can be implemented in another way if that would be advantageous. For each Data Feed RPZ and Locally Configured RPZ, display the following information, such as in a row in a table, in a management screen. (It is not required to display RPZs that may be configured using Managed Files in this screen.)
· RPZ Name: This is for the domain name of the RPZ and is similar to a regular non-RPZ zone name.
· Type: Data Feed or Local

· Last Updated: This date and time field, which should include the time zone too, is desirable and would be especially useful for Data Feed RPZs. If implemented, it is acceptable to have a delay of up to at most 1 hour from when a zone transfer is done for a Data Feed RPZ to when this Last Updated field is updated. Also, the maximum delay time shall be documented in the user guide. (Note that this field would help Technical Support and customers determine if an RPZ data feed is not updating as expected.)
Note that a Comment field for each RPZ to allow users to, for example, summarize the purpose of the rules in an RPZ, was considered but will not be supported. Instead, a user-created UDA that is visible at the bottom of the “Zone Profile” tab in the Zone List/Hierarchy will be used for this type of information, as <Development Manager> stated during a review of this document on March 29, 2016.
The order of the RPZs in the GUI is very important. Consequently, the GUI shall support tools to, for example, move rows up and down and drag and drop rows to new positions. (Note that as per RPZ_Reqt_0300 on “Data Feed RPZ” and RPZ_Reqt_0400 on “Locally Configured RPZ,” RPZs are populated in the response-policy statement in named.conf files using the same order as configured in the GUI.)
When a user adds a new RPZ (which will be done from the existing Zone List/Hierarchy screen as stated in requirement RPZ_Reqt_0250 below), the new RPZ shall be displayed in the RPZ management screen described in this requirement. If the new RPZ is a Local RPZ, it shall be added to the top of the list, and if it is a Data Feed RPZ, it shall be added to the bottom of the list. (As described above in this requirement, a user will be able to change the order if desired.)
Lastly, from this screen users shall be able to quickly jump to the details on each RPZ in the Zone List/Hierarchy screen, such as by double-clicking on a row. (Details of those screens are provided below in requirement RPZ_Reqt_0300 on “Data Feed RPZ” and RPZ_Reqt_0400 on “Locally Configured RPZ.”)
    .
    .
    .

2. RPZ_Reqt_0300: Data Feed RPZ
2.1. Priority

High, except for parts indicated as lower priority.
2.2. Feature Description

Details on a Data Feed Response Policy Zone (RPZ) shall be displayed in the GUI when a user selects one in the DNS Zone List/Hierarchy or jumps to this information from the RPZ management screen as described above in requirement RPZ_Reqt_0200 on “RPZ Management Screen.”  The following tabs shall be displayed on a Data Feed RPZ, and changes to these tabs compared to ordinary non-RPZ zones are described:
· Zone Profile: The existing fields of Email Address and SOA Information shall not be displayed on this tab, since <Product Name> will not use them. Also, it is desirable for there to be a link on this tab to jump to the RPZ management screen described above in requirement RPZ_Reqt_0200, with, ideally, the associated row highlighted or selected.
· Zone Options: The following RPZ Policy Override options shall be added to the Server Parameters for the DNS versions supported in requirement RPZ_Reqt_0100 above on “Product Version Supported.”  The recommended format for the option names consists of a user-friendly name followed by the corresponding name used by BIND in parentheses, as follows:
· Use Rules without Override (Given)

· Log Only (Disabled)

· Ignore Rules (Passthru)

· No Response (Drop)

· Require Client to Use TCP (TCP-Only): Support for this option is low priority.

· Non-Existent Domain Response (NXDOMAIN)

· No Data Response (NoData)

· Domain Name Response (CNAME)

Also, for the last option on Domain Name Response (CNAME), the user must enter a value for a domain name.
The RPZ options of recursive-only and max-policy-ttl also shall be added to the Server Parameters for the DNS versions supported in requirement RPZ_Reqt_0100 above on “Product Version Supported.”  (Note that BIND supports having these two options here at the zone level and at the server level, as per requirement RPZ_Reqt_0475 below on “Server-Level RPZ Parameters.”  Also, note that in BIND if one of these options is present at the zone level, it overrides the same option at the server level.)
All these RPZ options in the Zone Options tab are optional for BIND, and BIND’s default values shall be used for them.

· Servers: As usual, zone-to-server associations will be on this tab. Also, the order of the RPZs in requirement RPZ_Reqt_0200 above on “RPZ Management Screen” shall be preserved in the response-policy statement in the named.conf file used in each server.
· History: As usual, historical information on changes made to the zone and its attributes will be on this tab. Requirement RPZ_Reqt_1100 below is on auditing.
A DNS tab (for resource records) and a Reports tab shall not be displayed, since they are not needed.
Additionally, the following new information and functionality shall be available on one or more existing or new tabs:
· Last Updated: This is the same date and time field (including a time zone) as described above in requirement RPZ_Reqt_0200 on “RPZ Management Screen.”

· Access Reputation Data Provider’s RPZ on <Product Name> Secondary DNS Server: With this function, a user can view and locally save the contents of the RPZ. Since the RPZ may contain over a million resource records, it is acceptable if the user can only download an RPZ file to their computer and not view the RPZ within the <Product Name> GUI. Note that the RPZ rules will be in the standard BIND text format (and not a friendlier and more understandable format). As cleverly suggested by <Lead Developer> on March 8, 2016, one option for implementing this functionality is to use the command “dig axfr <RPZ name>” to access the contents of the RPZ.
    .
    .
    .
3. RPZ_Reqt_0450: Managed Secondary and Non-Managed DNS Severs
3.1. Priority

High
3.2. Feature Description

Reputation data providers’ DNS servers shall be modeled in <Product Name>, and plans are to do this using Non-Managed DNS Servers (which can be accessed by clicking on DNS > Non-Managed DNS Servers). A Response Policy Zone (RPZ) file for a data feed RPZ will be transferred (via AXFR and IXFR zone transfers) from the reputation data provider’s DNS server to a <Product Name> Managed Secondary DNS server and the records in the zone will not be stored in the <Product Name> database.
For each RPZ in a Managed Secondary Sever, current plans are that it is acceptable for there to be just one Non-Managed Server as the data feed source for the RPZ. (In other words, it will not be possible to configure multiple Non-Managed Servers as the RPZ source for redundancy. As stated at the end of requirement RPZ_Reqt_1500 below on “Testing of RPZ Data Sources,” this is a simplifying assumption with some risk, and it is possible that it may need to change if it is found to be an invalid assumption.)
If RPZs are not classified as a type of Forward Zone and a new Zone Type is used for them, then a radio button (or other mechanism) for the new type will need to be added in the GUI for Managed Secondary Servers in the “Managed Zones” tab in the “Add Zone” section. (As stated in requirement RPZ_Reqt_0250 above on “RPZs in DNS Zone List/Hierarchy,” RPZs may or may not be included in Forward Zones.)

Support for Transaction SIGnatures (TSIGs) for RPZs shall be provided, since a TSIG key is normally used for security with reputation data providers’ DNS servers. Consequently, for each RPZ in each Managed Secondary Server, it shall be possible for a user to enter in the GUI a value for a Key Name, Key Algorithm, and Key Secret. Also, the Key Secret shall be treated securely like a password. (Note that one source of information on the use of TSIG with RPZs, including examples, is http://www.zytrax.com/books/dns/ch7/rpz.html.)
Also, it is currently unknown whether <Product Name> will need to support the configuration of a port number for a Non-Managed DNS Server’s IP address that a <Product Name> Secondary Server will use to contact the Non-Managed DNS Server. Currently, <Product Name> always just uses the default port number of 53. (The IP address and port number are used in the “masters” statement in the named.conf file.) If during testing with reputation data providers, which is addressed below in requirement RPZ_Reqt_1500, it is found that one or more reputation data providers require the use of a port other than the default, then it is required that <Product Name> support the configuration of port numbers. Additional adjustments to the functionality specified in this requirement may be needed based on experience gained from testing with reputation data providers.
3.3. Optional Functionality

To reduce work, support for TSIG is specified above in this requirement for a specific limited case. However, TSIG can be used to secure communication between any two DNS servers and not just ones that support RPZs. Consequently, it is optional to support TSIG configuration in all <Product Name> DNS servers instead of just secondary DNS servers that support RPZs.
    .
    .
    .
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